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123% Mozilla wiki [5]3 b2k 2 BB 2 T2 R4o™
Al T2/ TP FERBEE

- 0xC0,0x2C-ECDHE-ECDSA-AES256-GCM-SHA384TLSv1.2Kx=ECDH
Au=ECDSA Enc=AESGCM(256) Mac=AEAD

- 0xC0,0x30-ECDHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=RSA
Enc=AESGCM(256) Mac=AEAD

- 0xCC,0x14-ECDHE-ECDSA-CHACHA20-POLY 1305 TLSv1.2 Kx=ECDH
Au=ECDSA Enc=ChaCha20(256) Mac=AEAD

- 0xCC,0x13 - ECDHE-RSA-CHACHA20-POLY 1305 TLSv1.2 Kx=ECDH Au=RSA
Enc=ChaCha20(256) Mac=AEAD

- 0xC0,0x2B - ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH
Au=ECDSA Enc=AESGCM(128) Mac=AEAD

- 0xCO0,0x2F - ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=RSA
Enc=AESGCM(128) Mac=AEAD

- 0xC0,0x24 - ECDHE-ECDSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA
Enc=AES(256) Mac=SHA384

- 0xC0,0x28 - ECDHE-RSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=RSA
Enc=AES(256) Mac=SHA384

- 0xC0,0x23 - ECDHE-ECDSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA
Enc=AES(128) Mac=SHA256

- 0xC0,0x27 - ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=RSA
Enc=AES(128) Mac=SHA256
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(2) National Institute of Standards and Technology, FIPS 140-2 Annex A: Approved Security
Functions, available at URL: http://www.nist.gov/cmvp.

(3) National Institute of Standards and Technology, FIPS 140-2 Annex C: Approved Random
Number Generators, available at URL: http://www.nist.gov/cmvp.

(4) OWASP, OWASP Top 10 — 2017, https://www.owasp.org/images/7/72/OWASP_Top 10-
2017 %28en%?29.pdf.pdf

(5) Mozilla wiki, Server Side TLS, https://wiki.mozilla.org/Security/Server Side TLS

(6) ISO/IEC 27017:2015, Information technology — Security techniques — Code of practice
for information security controls based on ISO/IEC 27002 for cloud services.

(7) CSA Security Trust Assurance and Risk (STAR), https://cloudsecurityalliance.org/star/
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